Introducing cnMaestro 4.0 and 4.0.1

@ Cambium Networks"



4.0 Cloud available now

What,s NeW in 4_0 and 40 1 4.0.1 Cloud available May 25t @ Cambium Networks”
4.0/4.0.1 On-Prem available June 1st

NSE: SD-WAN, Security

» Site-to-Site VPN — 4.0

» PPPoE -4.0

» SD-WAN - Flow preference (Layer 3 and 7) — 4.0
» Remote debugging — 4.0

» Status, Debug, Remote CLI, Packet capture, Network Connectivity
» NSE Group Import — 4.0
» Configuration lock & Factory Reset — 4.0

Wi-Fi

» Application Control Policy — 4.0

» Advanced L2-L4 Firewall — 4.0

» Azure authentication & Sponsored guest portal — 4.0.1
» Dynamic channel selection based on country —4.0.1

FWBB
» Assists for ePMP and cnPilot R-Series APs and cnMatrix — 4.0
» cnWave 60 GHz — Enhanced reports — 4.0



NSE: Site-to-Site VPN

@ Cambium Networks™

» NSE 3000 supported client VPN and with this release supports site-to-site VPN
» Helps establish a secure communication channel between two networks/branches or as an alternative to MPLS circuits

» Supports 600 Mbps throughput and 16 IPSec tunnels
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NSE: PPPoE

NSE 3000 supports Static and Dynamic IP assignments
and PPPoE adds a third IP assignment mode

PPPoE is commonly used by ISPs to deliver Internet
services, typically over broadband connections

With PPPoE users are authenticated before they access
network & IP addresses are dynamically allocated

@ Cambium Networks™
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Configure PPPOE service-name p

User*

pppoeuser2

Password

MTU
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TCP MSS Clamping Enable TCP Maximum Segment Size Clamping to avoid packet fragmentation
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Enable SSH access to the device CLI

Enable Source NAT
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NSE: SD-WAN Flow Control at WAN Edge

@ Cambium Networks™

» Flow preference helps in binding Layer3/Layer7(host/destination/category/application) traffic with a specific WAN link

» With this feature one can bind the business-critical application to a more reliable and faster WAN link allowing WAN

load balancing while still being able to route high priority traffic through a specific WAN interface.

[2] Flow Preferences
Apply Filter(s)
WAN = Policy = Type = Deep Packet Inspection (DPI)... = DPI Applic... = DPICate... = Protocol = Source IP Add... = Mask = Port = Destination IP Add... = Mask =
WAN-1 Flexible layer7-filter application msteams
WAN-1 Flexible layer3-filter - - - any 192.168.2.128 255.255.255.255 any any
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Application and Firewall Policies at the Access Layer (@ cambium Networks:

» Application Control rules (Layer 7) Add 1P and Application Fitering Rule
* Prioritize (QoS), Block, or Rate Limit

» Over 2400+ applications supported
» Firewall rules (Layers 2-4)

v Enabie 1P and Appiication Fiter Rule
* Policies set on:
* Source & destination MAC addresses

» |P addresses, Protocols, Ports

» Supported on all Wi-Fi 6/6E access points
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Application & Firewall Policies at Access Layer & WAN Edge (@ cambium networks'

Flow control of over 2,000 applications across low and
high latency WAN links

NSE

® NDTV: 54.9%

@ Google APIs: 146%
@ iCloud: 10.74%

® Apple: 5.06%

@ Mozilla: 4.23%

@ Others: 10.45%

Switches

APs Prioritize and control of over 2,000 applications

. . . . . . at Access Layer
@ @ @ @ @ @

Wi-Fi Devices (((|))) | O ®.||||
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NSE Remote Debugging (@ Combium Networks

Remote debugging: Status, Debug, Remote CLI, Packet capture, Network Connectivity

Status: Used to know the status of the device, download tech support report, and reboot the device
Debug: Helpful in debugging and troubleshooting

Remote CLI: For running the commands remotely without actually connecting to the device through SSH
Packet Capture: Allows capturing the packets that passing over the devices. Helpful in troubleshooting

» Network Connectivity: Supports 3 different network connectivity tools Ping, DNS lookup and Traceroute

Y V V V

NSE > NSE-700558

Dashboard Notifications Configuration Security Network Performance Software Update Tools Clients

Status Debug Remote CLI Packet Capture Network Connectivity

NSE 3000 Q
NSE-700558

A Online




Other NSE Features (@ Cambium Networls

 NSE Group Import

Shared Settings > NSE Groups o
Apply Filter(s) Managed Account: All Accounts v New Import
Name = Device Status Managed Account Auto Sync

» Configuration lock

[5) Advanced Features

Lock Wi-Fi AP/cnMatrix/NSE device Configuration X Changes made outside (such as through the Device Ul) of a mapped configuration group (AP, Switch & NSE Groups) will be overwritten.

* Factory Reset

[5) Factory Reset

(® Warning: Before you get started, know that a factory reset will erase all the data on the device. You should first back up all your configuration data. The device may no longer be able to connect to the network (unless DHCP is set up
correctly).

Factory Reset




ASS | StS @ Cambium Networks"

» Security audit tool
» Secure your network and improve NW performance by identifying and fixing configuration issues

» Supported in cnMatrix, cnPilot r-Series, and ePMP; Wi-Fi support in 4.1 release

7 M 12 o o o [+] \ =
@ Cambium Networks | cnMaestro ™ Xiiial 4 n (ej (] (49 @ Marc Hemann ~

@ Your free trial will expire on 21-Sep-2023. No action is needed if you do not want to continue with cnMaestro X after the trial expires. After trial expiry, the accoun... X

System > Assists > Ensure over-the-air encryption is enabled

X Status = Affected Devices e Category 3 Group

B3 invertory Failed 1 Security  Wireless

! Map
Description
Onboard ID: pmp.security.encryption

Commercially available sniffers cannot be used to decode the proprietary protocol used by PMP, but enabling AES encryption is
recommended to protect traffic from eavesdropping. Enabling AES encryption will not impact performance.

* Configuration ) ) )
Disable this Assist

nNetworkServices > Details Devices

Managed Services XX
-

(&) Administration > [E] Remediation

Log in to the device GUI, navigate to "Configuration > Security" tab. In the "Airlink Security" section,
a Manage Subscriptions change "Encryption Setting" from "None" to "AES". Alternatively, create a configuration template in
cnMaestro to update this field and push it to multiple devices.

X cnMaestro X only feature



Microsoft Azure Authentication (@ cambium Networks'

« Simplifies the user experience with Single Sign On (SSO) to access both applications and Wi-Fi
 Login with existing Microsoft credentials
» Leverages company’s Active Directory Structure

« Access to network, Azure environment, and local resources following successful authentication

Cambium Networks | cnMaestro ™ Xiiial v o Msp V"E""'v

Guest Access Portal > FlySimply

Basic Access Design Sessions

Cambium Networks | cnMaestro ™ Xl Free Enterprise X' Paid X Vouchers

Guest Access Portal > FlySimply = Microsoft Azure [v] Enable Microsoft Azure Login

Basic Access Design Sessions
Vouchers E lnventory, Sponsored Guest [=) Microsoft Azure B ht

Authorize

Sign in to your account - Wark - Microsoft Edge = @ X

://loginmicrosoftonline.com/common/login L A

Free

Paid x

Enterprise X

Microsoft Azure Map Authorize
=mun e £ B hcroaort
o i [E) Device Limit L Icroso
v NoD] Azure Primary Domain
lexxirrusoutiook onmicrosoft.com 5 john.doe.admin@alexxirrusoutlook.onmicrosoft.com
[8) Onboard Managed Services X
Allowed Domains - . .
ey O Client Session Permissions requested
) £ Configuration
£X Configuration Allowed Groups Renewal Frequency” Kunal-cnMaestro-Easypass

et nverified
i Mins) v | Valid range is 1-2628000 min(s)
B8 Network Services .‘ Network Services
() Adminstatior B DevicaLimit Session Duration® This is not by t.
iministration .
5 E Administration
Min(s) v | Valid range is 1-2628000 min(s) This app would like to;

I Manage Subscriptions
[ Client Session

Renewal Frequency

a Manage Subscriptions ) - \/ Read directory data
) Cient Rate Limit \/ Maintain access to data you have given it access to

Downlink
Session Duration — \/ View your email address
bps
i v Signin as you
Uplink —
[ Client Rate Limit [ consent on behalf of your organization
Downlink
a192 Kop: Save Accepting these permissions means that you allow this 3pp o use
your data as specified in their terms of service and privacy
Uplink statement. The publisher has not provided links to their terms
2048 Kops for you to review. You can change these permissions at
= https://myapps.microsoft.com. S| details
[ Client Quota Limit Does this app look suspicious? Report it here

Save




Sponsored Guest Access (@ combium Networks:

(. Cambium Networks | cnMaestro ™ Xl

= Guest Access Portal > FieldGuestAccess

Allows network administrator e
to authorize guest using
sponsored guest access B rern

g Map

Basic Access Design Sessions

Login Page  Email Template

Preview Beach | Coffee | Hotel | WIFI4EU &3 L°9°
Background

Text Design
Content
Onboard igvanced

. Access Interne ’ .
B Managed Services ){ ABC COFpOFatlon Eiforotie | Custom Fields

o " -
Save
! Agree with the Terms a -
Your Name y
API Client ){ ' Your Email

LTE Sponsor Email

Edge Controller

: Request Access -
Guest Access Portal - - ‘i 'l ) -ﬁ‘ v -
&% ' - L
"

Q Configuration
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Organization
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Y
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Summary X Y K ) ’

@ Administration
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cnMatrix T20 Subscriptions (Y —

cnMaestro T20 subscriptions required for cnMatrix switches added to cnMaestro after March 1, 2023

(. Cambium Networks cnMaestro ™ X - m (1 View @ Azif Abdulsalam

o

= Manage Subscriptions

Subscriptions  Devices

A Home

This page provides a usage summary and a list of pending/active/expired subscriptions. It aids planning for renewals and the purchase of new subscriptions. It also supports editing the system generated subscription names to more user-friendly names for ease of tracking

Monitor and Manage Learn more

E Inventory

(=) Usage Summary ©

Device Tier ©® Pending © Available Used Expiring © Expired
9 Map Tier1 0 39 12 0 0 I
Tier2 0 17 2 0 0 .
Onboard L]
Tier3 0 57 53 0 0
E Managed Services Tier4 o] 10 o 0 Y]
Tier5 0 10 0 0 0
* Configuration >
Tier 20 0 8 18 0 0 |
n Network Services > Tier 30 0 14 6 0 0 L
(&) Administration > ®Pending ®Available ®Used ®Expiring ® Expired
y Search Learn more about device tiers
Name Type Device Tier ® Slots Used Status Start Date End Date Validity Commercial ID Description
Tier3-2022-09-12T00:39:14Z-439 New Tier 3 E— 25/50 Active Sep 11,2022 Sep 11,2023 124 days 564b8199-7f1-4752-b871-... Vs
cnMaestro X Free Tier Built-in Free Tier 4 Active Dec 17,2020 Nov 03, 2023 177 days N/A cnMaestro X Free Tier Vd
Tier 2-2023-01-24720:28:362-33 New Tier 2 - 19 Active Jan 23,2023 Jan 23,2024 258 days 20050df7-3ef0-458f-b79c... Vd
Tier 1-2023-01-24720:28:32Z-273 New Tier1 - 2/ Active Jan 23,2023 Jan 23,2024 258 days 20050df7-3ef0-458f-b79c... Vs
Tier 20-2023-03-17T07:06:312-143 New Tier 20 - 2/10 Active Mar 16, 2023 Mar 16, 2024 311 days d57e70ad-90d6-4098-9a... 7
Tier2-2022-04-14T15:46:08Z2-429 New Tier 2 - 1/10 Active Jun 15, 2022 Jun 15,2025 2 year 37 days A-S00002078-8a12865b8... Vv
Tier3-2022-04-14T15:46:14Z-417 New Tier 3 CE— 6/10 Active Aug 21,2022 Jun 15,2025 2 year 37 days A-S00002078-8a12865b8... 7/
Tier3-2022-04-14715:46:10Z-396 New Tier 3 L d 22/50 Active Jun 15, 2022 Jun 15,2025 2 year 37 days A-S00002078-8a12865b8... 7
Tier1-2022-04-14715:46:12Z2-278 New Tier1 - 10/30 Active Jun 15, 2022 Jun 15,2025 2 year 37 days A-S00002078-8a12865b8.. Vs
Tier5-2022-08-01T07:09:152-278 New Tier5 0/10 Active Aug 01,2022 Aug 01,2025 2 year 84 days e6dadad7-6¢c72-4b48-944... Vd



Thank You

@ Cambium Networks™
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