
Introducing cnMaestro 4.0 and 4.0.1
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What’s New in 4.0 and 4.0.1

NSE: SD-WAN, Security 
Ø Site-to-Site VPN – 4.0 
Ø PPPoE – 4.0
Ø SD-WAN - Flow preference (Layer 3 and 7) – 4.0
Ø Remote debugging – 4.0

Ø Status, Debug, Remote CLI, Packet capture, Network Connectivity
Ø NSE Group Import – 4.0
Ø Configuration lock & Factory Reset – 4.0

Wi-Fi
Ø Application Control Policy – 4.0
Ø Advanced L2-L4 Firewall – 4.0
Ø Azure authentication & Sponsored guest portal – 4.0.1
Ø Dynamic channel selection based on country – 4.0.1

FWBB
Ø Assists for ePMP and cnPilot R-Series APs and cnMatrix – 4.0
Ø cnWave 60 GHz – Enhanced reports – 4.0

4.0 Cloud available now
4.0.1 Cloud available May 25th

4.0/4.0.1 On-Prem available June 1st
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NSE: Site-to-Site VPN

Ø NSE 3000 supported client VPN and with this release supports site-to-site VPN
Ø Helps establish a secure communication channel between two networks/branches or as an alternative to MPLS circuits
Ø Supports 600 Mbps throughput and 16 IPSec tunnels

Client VPN

Supports L2TP-IPSec

IKEv1 & v2-EAP
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NSE: PPPoE

Ø NSE 3000 supports Static and Dynamic IP assignments 
and PPPoE adds a third IP assignment mode

Ø PPPoE is commonly used by ISPs to deliver Internet 
services, typically over broadband connections

Ø With PPPoE users are authenticated before they access 
network & IP addresses are dynamically allocated
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NSE: SD-WAN Flow Control at WAN Edge

Ø Flow preference helps in binding Layer3/Layer7(host/destination/category/application) traffic with a specific WAN link
Ø With this feature one can bind the business-critical application to a more reliable and faster WAN link allowing WAN 

load balancing while still being able to route high priority traffic through a specific WAN interface.
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Application and Firewall Policies at the Access Layer 

• Application Control rules (Layer 7)
• Prioritize (QoS), Block, or Rate Limit
• Over 2400+ applications supported

• Firewall rules (Layers 2-4)
• Policies set on:

• Source & destination MAC addresses

• IP addresses, Protocols, Ports

• Supported on all Wi-Fi 6/6E access points



Application & Firewall Policies at Access Layer & WAN Edge 

Flow control of over 2,000 applications across low and 
high latency WAN links

NSE

Switches

APs

Wi-Fi Devices

Prioritize and control of over 2,000 applications 
at Access Layer 
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NSE Remote Debugging

Remote debugging: Status, Debug, Remote CLI, Packet capture, Network Connectivity

Ø Status: Used to know the status of the device, download tech support report, and reboot the device
Ø Debug: Helpful in debugging and troubleshooting
Ø Remote CLI: For running the commands remotely without actually connecting to the device through SSH
Ø Packet Capture: Allows capturing the packets that passing over the devices. Helpful in troubleshooting
Ø Network Connectivity: Supports 3 different network connectivity tools Ping, DNS lookup and Traceroute
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Other NSE Features

• NSE Group Import

• Configuration lock

• Factory Reset
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Assists

• Security audit tool
• Secure your network and improve NW performance by identifying and fixing configuration issues
• Supported in cnMatrix, cnPilot r-Series, and ePMP; Wi-Fi support in 4.1 release 

cnMaestro X only feature
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Microsoft Azure Authentication

• Simplifies the user experience with Single Sign On (SSO) to access both applications and Wi-Fi 
• Login with existing Microsoft credentials
• Leverages company’s Active Directory Structure 
• Access to network, Azure environment, and local resources following successful authentication 
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Sponsored Guest Access 

Allows network administrator 
to authorize guest using 
sponsored guest access  

ABC Corporation
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cnMatrix T20 Subscriptions

cnMaestro T20 subscriptions required for cnMatrix switches added to cnMaestro after March 1, 2023



Thank You


